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Linux Firewalls: Packet Filtering
 

 Packet Filters decide whether or not to let a data packet be processed by your system. 

 Packet filters are:  
  O	 Rule based 
  O	 Stateless 
  O	 Fast 
 

 Packet filters are implemented by:  
  O	 Routers (Cisco, etc) 
  O	 Firewall Appliances (Linksys, D-Link, etc.) 
  O	 Firewall Servers (Unix, Linux, etc.) 
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Linux Firewalls: Packet Filtering
 

  The path a packet takes through a Firewall resembles:
   

  

3

Copyright Clif Flynt, 1999Copyright Clif Flynt, 1999

Linux Firewalls: Packet Filtering
 

 Packet filtering rules on a Linux system are maintained within the Linux kernel. (Kernel must have
netfilter module included.)

 There have been several methods for defining these rules:  
  O	 Kernel Version 1.1: ipfw (from BSD Code) 
  O	 Kernel Version 2.0: ipfwadm (by Jos Vos et al) 
  O	 Kernel Version 2.2: ipchains (by Paul "Rusty" Russell et al) 
  O	 Kernel Version 2.4: iptables (by Paul "Rusty" Russell et al) 
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ipchains
 

 The IPCHAINS package allows a relatively simple firewall configuration to be constructed. 

  
  1	 User defined chains are supported. 
  2	 Masquerading and NAT are supported in the same chains as firewall rules. 
  3	 Stateful rules are not supported 
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ipchains
 

 
Sy nt ax :  i pchai ns   - FLAG chai nI D dat a 
 
 Modify the kernel resident packet filtering rules.
 The operation is controlled by the - FLAG field.
 FLAGS include:  
 −A  Add a new rule. 
 - C  Change a rule. 
 −D  Delete a rule. 
 - F  Delete all the rules in a chain. 
 - L  List the rules. 
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ipchains
 

 
Sy nt ax :  i pchai ns   - A r ul eset 
 
 A ruleset is composed of option/value pairs. Options include:  
- p pr otoc ol   The protocol to check. May be tcp, udp, icmp or all. 
- s  s our c e  May be an IP Address, IP Address/mask, Address:port, or

Address/Mask:port. IP Address may be a host address, or a
network address, ending in one or more 0’s.

- d des t i nat ion  May be an IP Address, IP Address/mask, Address:port, or
Address/Mask:port. IP Address may be a host address, or a
network address, ending in one or more 0's.

 - i  int er f ac e  The interface on which the packet was received. The name you see
ini f c onf i g  (ppp0, eth0, etc). 

 - j  t ar get   Jump to a new chain if the packet matches this rule. 
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ipchains Sample Subset
 

 

# r emot e i nt er fac e,  c l ai mi ng to be l oc al  machines ,  I P s poof ing,  get
l os t

i pchai ns  - A i nput  −i  $out s i de - s  $i nt er nal  - d 0. 0. 0. 0/ 0 - l  - j  REJECT

# i nt er nal i nt er f ac e,  any s our c e,  goi ng t o any  addr ess i s  v al i d

i pchai ns  - A i nput  −i $i ns i de - s  0.0. 0. 0/ 0 - d $exter nal / 32 - j  ACCEPT

# l oopback i nt er f ac e i s  val i d.

i pc hai ns - A i nput  - i  l o - s  0. 0. 0. 0/ 0 −d 0. 0. 0. 0/ 0 - j  ACCEPT
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iptables vs ipchains
 

 

 Improvements in iptables include:  
  O	 Ability to create stateful packet rules

 example: No icmp echo reply unless there was an echo request. 
  O	 Improved passage through the rules. 
  O	 Separation of packet filtering and Network Address Translation 
  O	 Ability to rate-limit connections and logging (prevents an attack from overflowing /var/spool/log with

rejection reports).
  O	 Can filter on tcp flags and options or MAC addresses. 
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iptables
 

 Difference between ipchains and iptables include:  
  O	 The kernel has named tables which can contain multiple chains of rules, instead of a single set of

rule chains.
  O	 The names of built-in chains (input, output, forward) are now upper case (INPUT, OUTPUT,

FORWARD).
  O	 The DENY target is now named DROP. 
  O	 REJECT and LOG targets are handled as separate kernel modules. 
  O	 MASQ and REDIRECT are no longer targets. 
  O	 INPUT and OUTPUT are only used for locally generated packets. 
  O	 The - i  flag means the incoming interface. This is only applicable to INPUT and FORWARD chains.

  O	 The - o  flag is for outgoing interface. Used for FORWARD or OUTPUT chains. 
  O	 TCP/UDP ports must be defined with a - - s port/ - - dpor t  option after the - p tc p/ upd

option.  
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iptables
 

 
Sy ntax :  i pt abl es   −FLAG c hai nI D data 
 
 Modify the kernel resident packet filtering rules.
 The operation is controlled by the - FLAG field.
 FLAGS include:  
 - t  t abl e  Define the table to be modified. Defaults to f i l t er . 
 - P  Set the default policy for a chain. 
 - L  List the rules. 
 - A  Add a new rule to a chain. 
 - R  Replace a rule in a chain. 
 - D  Delete a rule from a chain. 
 −N  Create a new chain. 
 - Z  Zero the packet/byte counters in all chains. 
 - F  Delete all the rules in a chain. 
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iptables: stateless rules
 

 
Sy nt ax :  ipt abl es   - A c hainName r ul e 
 
 Add a rule to a chain. A rule is composed of option/value pairs. Options include:  
- p pr otoc ol   The protocol to check. May be tcp, udp, icmp or all. 
- s  s our c e  May be an IP Address, IP Address/mask, Address:port, or

Address/Mask:port. IP Address may be a host address, or a
network address, ending in one or more 0’s.

- d des t i nation  May be an IP Address, IP Address/mask, Address:port, or
Address/Mask:port. IP Address may be a host address, or a
network address, ending in one or more 0's.

- i  i nter f ac e  The interface on which the packet was received. The name you see
ini f c onf i g  (ppp0, eth0, etc). 

−o i nt er f ac e  The interface to which the packet is destined. The name you see in 
i f c onf i g  (ppp0, eth0, etc). 

- j  t ar get  Jump to this target if the packet matches this rule. 
- f   This rule only applies to fragments after the first. 

 
  

12

Copyright Clif Flynt, 1999Copyright Clif Flynt, 1999



IPTables: tables and chains
 

  The path a packet takes through a Firewall resembles:
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iptables: The tables
 

 The iptables packet filters use 3 tables: 

  
 f i l t er  Used to filter packets as they enter or leave the firewall. The f i l t er  table

has 3 chains:

 
 nat   Network Address Translation table. Once a packet in a stream has passed

through this table, all other packets in the stream are treated identicly
without further rule checks.

 
 mangle  Used to modify packet header info such as TOS, TTL, etc. The mangl e

table will not do address masquerading or NAT. Use the  nat  table for this.
Themangl e  table has 2 chains: 
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iptables: The tables
 

 The default table is the f i lter  table. 
 Packet filters to protect a single workstation will use only this table. 

  
 f i l t er   Used to filter packets as they enter or leave the firewall. The f ilt er  table

has 3 chains: 

  1	 INPUT: Analyze packets coming from outside, destined for the firewall 

  2	 OUTPUT: Analyze locally generated packets destined outside the firewall

  3	 FORWARD: Analyze non-locally generated packets destined for hosts
other than the firewall.
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iptables: Special Targets
 

  
 ACCEPT  Accept the data and pass it along. 
 DROP  Discard the packet. 
 QUEUE Pass the packet to a userspace process. (If supported by the kernel) 
 RETURN Return from this chain to the chain that invoked it. 
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iptables Sample Subset
 

 

  # Any t hi ng t hat  mat c hes no r ul es  get s  dropped.
i pt abl es - P I NPUT DROP

  # i nt er f ace t o out s i de,  pack et  f r om i ns i de addr es s
  #  Mus t  be I P s poofi ng.   Rej ec t  i t
i pt abl es  - A I NPUT - i  $out s i de - s  $i nt er nal  \
    - d 0. 0. 0. 0/0 - l  - j  REJ ECT

  # i nt er nal  int er f ac e,  any sour c e,  
  # any des t i nat i on addr es s  i s  v al i d
i pt abl es  - A I NPUT - i  $i ns i de −s  0. 0. 0. 0/ 0 - j ACCEPT

  # l oopbac k  i nt er f ace i s  v al i d.
i pt abl es  - A I NPUT −i  l o - s  0. 0. 0. 0/0 - d 0. 0. 0. 0/ 0 - j  ACCEPT
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iptables: Target Extensions
 

 These targets may require additional data set with target specific options.  
 REJECT  Reject this packet and send an error message to the source. 
 LOG  Log this packet. 
 MARK  Mark the packet for use with the mangle t abl e.  
 TOS  Set the type of service. For use with the mangl e t abl e.  
 MASQUERADE  Valid in nat  table. Supports IP masquerading. 
 REDI RECT  Valid in nat  table. Used to redirect a packet to a new location. 
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iptables: Extension rules
 

 Some option/value pairs become valid only when other options are chosen.
 Selecting - p t c p  or - p udp  loads:  
- - s por t  por t ?:por t ?  Source port numbers to apply this rule.

 May be first:last to include a range of port numbers. 
- −dpor t  por t ?: port?  Destination port numbers to apply this rule 
- - s y n  Match TCP packets with the SYN bit set, and ACK/FIN bits

cleared.
 This packet is requesting a TCP connection.
 Blocking these disables outside initiated connections, but
enables inside initiation.
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iptables Sample Subset
 

 

  # Any t hing t hat  mat c hes no r ul es  get s dr opped.
i pt ables  - P I NPUT DROP

  # i nt er nal i nt er f ac e,  any s our c e,  
  # any  des t i nat i on addr es s  i s  v al id
i pt abl es  - A INPUT - i  $i ns i de - s  0. 0. 0. 0/ 0 - j ACCEPT

  # l oopbac k  i nt er f ace i s  v al i d.
i ptabl es  - A I NPUT −i  l o - s  0. 0. 0.0/ 0 - d 0. 0. 0. 0/0 - j  ACCEPT

  # Ac c ept  s s h connec t i on t o/ f r om any wher e
i pt abl es  - A I NPUT −p t c p - i  $out side - s  0. 0. 0. 0/ 0 \
    - - dpor t  ss h - j  ACCEPT
ipt abl es  - A I NPUT - p t c p - i  $outs i de - s  0. 0. 0. 0/0 \
    - - s port s s h - j  ACCEPT
i pt abl es  - A OUTPUT - p t c p - o $out s i de - d 0. 0.0. 0/ 0 \
    - −dpor t  s s h - j  ACCEPT
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iptables: stateful rules.
 

 Some option/value pairs become valid only when other options are chosen.
 Selecting - m stat e  loads options for stateful tests.   
- - s t ate  Can be used with connection tracking. This rule will apply if state is:  
I NVALI D  Packet is not associated with a valid connection 
ESTABLI SHED  Packet is associated with a good connection. 
NEW Packet is associated with a new connection. 
RELATED Packet is associated with a new connection and associated with an existing conne
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iptables Sample Subset
 

 
  # i nt er f ac e t o out s i de,  pac k et f r om i ns i de addr es s
  #  Must be I P s poof i ng.  Log and REJ ECT i t
i pt abl es  −A I NPUT - i  ppp0 - s  192. 168. 1. 1 \
    - d 0. 0. 0.0/ 0 - l  - j  REJECT

  # REJ ECT PI NG f r om out side i nt er f ac e with 
  #    unr eac habl e hos t  i cmp mes s age
  #  NOTE:  - - r ej ect−wi t h mus t  f ol low - j  REJ ECT
/ sbi n/ i pt abl es  - A I NPUT - i  et h0 −p i c mp \
    - −i c mp- t y pe ec ho−reques t  \
    −j REJ ECT - - r ej ect - wi t h i c mp- host - unr eac habl e 

  # Enabl e NAMED i nput  f r om any pl ac e,  i f  t he c onnec t i on i s 
  #  es t abl i shed.  i e:  Onl y  repl i es  t o our  named r eques t s  
  #  wi l l  be accept ed,  not  unsol i c i t ed named at t ac k s .

/ s bi n/i pt abl es  - A I NPUT - o et h0 - p tcp - d 0. 0. 0. 0/ 0 \
    - - dpor t  53 - m s t at e - - stat e ESTABLI SHED - j  ACCEPT
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iptables: The tables
 

 The nat  and mangl e  tables are used by firewalls that protect an internal network.  
 mangl e  Used to modify packet header info such as TOS, TTL, etc. The mangl e

table will not do address masquerading or NAT. Use the  nat  table for this.
Themangl e  table has 2 chains:  
  1	 PREROUTING: Filter packets upon entry to the firewall. 
  2	 OUTPUT: Alter locally generated packets before they are routed. 
 

 nat  Network Address Translation table. Once a packet in a stream has passed
through this table, all other packets in the stream are treated identicly
without further rule checks.

 The nat  table has 3 chains:  
  1	 PREROUTING: Filter packets upon entry to the firewall. 
  2	 OUTPUT: Alter locally generated packets before they are routed. 
  3	 POSTROUTING: Alter packets just before they leave the firewall. 
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iptables: nat  table targets 
 

 The nat  table has 3 default targets: 

  
 MASQUERADE  Used to hide your network behind a firewall, and make it appear that

everyone behind the firewall is the firewall.

 
 SNAT  Source Network Address Translation - Change where the packet

seems to come from.

 
 DNAT  Destination Network Address Translation - Change where the packet

goes to. Mostly used to redirect packets to a DMZ host.
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nat: Overview
 

 The nat  table is used for Network Address Translation. 

 NAT allows a larger network to hide behind a single system. 

 For example, your internal network can use the 192. 168. 0. 0  or 10. 0. 0. 0  non-routed addresses
and a single IP Address supplied by your ISP.

 Targets supported by the nat table include:  
 SNAT  Change the source address of a packet. (After a packet leaves the

firewall, destined for the internal net, the source should be the firewall.)

 DNAT  Modify the Destination Address. Packets destined for a DMZ server will
have the firewall as destination. This rewrites the destination to the
address of the DMZ system.

 MASQUERADE Similar to SNAT, but works with dynamic IP Addresses (DHCP) as well
as static addresses.
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iptables NAT: Packet flow overview
 

   
Table  Chain  Comment    
  Packet enters interface/driver(eth0, ppp0)    
mangle  PREROUTING  Normally used for mangling packets, ie, changing TOS, etc.

nat  PREROUTING  Useful for Destination Network Address Translation. Do not
FILTER in this chain. This chain may be evaluated in
non-NAT situations.

 This chain makes the routing decision:
 packet destination local or remote    

filter  FORWARD  If packet destination is remote, jump to FORWARD chain.
Do filtering here. Noteal l  forwarded traffic hits this chain.    

nat  POSTROUTING  Useful for Source Network Address Translation and
masquerading.

  Goes out on the outgoing interface (ie, eth1).   
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IPTables: Masquerade
 

 In order to masquerade a network using IPTables rules you must:  
  O	 Enable IP Forwarding in / pr oc/s y s / net / i pv 4/ ip_f or war d  
  O	 Add rules to accept packets in the FORWARD Chain 
  O	 Add rules to change the source address with SNAT. 
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IPTables: Masquerade
 

 

#  −-  Enabl e I P f orwar di ng
ec ho "1"  > / pr oc / s y s/net / i pv 4/ i p_f orwar d 

#  - -  Set et h1 t o r out e t hr ough et h0 as 192. 168. 9. 33
/s bi n/ i pt abl es   - t  nat  - A POSTROUTI NG - o et h0 −j  SNAT - - t o- sour c e
192. 168. 9. 33
  # For war d anyt hi ng f r om et h1
/ s bi n/ i pt abl es  - A FORWARD −i et h1 - j  ACCEPT
  # For war d all  pac k et s  as soci at ed wi t h an ex i s t i ng or  r elat ed
s oc k et
/ s bi n/i pt abl es   - A FORWARD - m s t at e - - s t at e ESTABLISHED, RELATED - j
ACCEPT
  # Log fai l ur es
/ s bi n/ ipt abl es   - A FORWARD - m l i mi t  −−l i mi t  3/ mi nut e - - l i mi t - bur s t  3
- j  \
    LOG  −−l og- pr ef i x  '  FORWARD pac k et  died: '  \
    - - log- t c p- s equence - - l og- t c p- opt ions  - - l og- i p- opti ons
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IPTables: DMZ
 

 Steps in setting up a DMZ server rules include:  
  O	Resetting the destination in nat table, PREROUTING chain, DNAT target. 
  O	 Setting the FORWARD rules to accept packets. 
  O	 Setting the source address for packets coming from the DMZ with nat table, POSTROUTING chain,

SNAT target
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IPTables: DMZ
 

 

# St uff ai med at  198.47. 3. 33: 80 goes to 192. 168. 9. 4:80

i pt abl es  −t nat  - A PREROUTING - i  et h1 - p tc p - d 198. 47.3.33  \
    - - dpor t  80 - j  DNAT −- t o 192. 168. 9.4: 80
i pt abl es −t nat  - A PREROUTI NG - i  et h1 - p udp - d 198. 47.3. 33  \
    - - dpor t  80 - j  DNAT −- t o 192. 168. 9.4: 80

i pt abl es −A FORWARD - i  eth1 - o et h0 - m st at e  - - s t at e NEW, ESTABLI SHED
\
    - d 192. 168.9. 4 - - dpor t  80  - j  ACCEPT
i ptabl es  - A FORWARD - i  et h0 - o eth1 - m s t at e  \
    - - s t at e NEW,ESTABLI SHED, RELATED - s  192. 168. 9. 4/ 32  - j  ACCEPT
i pt abl es  −A FORWARD - i  eth1 - o et h0 - m stat e  \
    - - stat e ESTABLI SHED,RELATED - d 192.168. 9. 4/ 32  −j ACCEPT
i pt ables - A FORWARD −i et h0 - o et h1 −m s t at e  - - s t ate ESTABLI SHED \
    - s  192. 168.9. 4 - - s por t  80  - j  ACCEPT

i ptabl es  - t  nat  −A POSTROUTI NG −o et h1 - s  192. 168. 9. 4/ 32  - j  SNAT \
    - - t o−sour c e 198. 47. 3.33
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Resources for IPTables
 

 
 

 The definitive HowTo 
www. t elemat i k . i nf or matik . uni - k ar l s r uhe. de/
l ehr e/ seminar e/ Li nux Sem/downl oads / net filt er / i pt abl es - HOWTO. ht ml   

 Well done tutorial and discussion. 
www. boi ngworld. c om/ wor k s hops/ l i nux /
i pt ables - t ut or i al / i ptabl es - t ut or i al/ipt abl es - t ut orial . ht ml  

Discussions and many example scripts. 
ht t p: / / www.linux gur uz . or g/ipt abl es /   

The official netfilter/iptables site: 
ht t p: / / netfi l t er . s amba. org/  
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